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AIM AND REMIT OF THE POLICY 

1. This policy applies to pupils and probationary tenants. 

EDUCATION AND AWARENESS OF THE DATA PROTECTION 
SCHEME 

2. Pupils and probationary tenants must familiarise themselves with the 
data protection framework in the UK, including the Data Protection Act 
20181 and the GDPR2 before commencing pupillage. 

3. Pupils and probationary tenants must understand the way that data 
protection legislation applies to them and the steps they need to carry 
out in order to ensure that they are compliant with data protection law. 
From time to time, Chambers may provide training in this area, which is 
compulsory and must be completed satisfactorily. 

4. Pupils and probationary tenants are expected to familiarise themselves 
with the information contained in the following resource pages before the 
commencement of pupillage:   

a. https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-gdpr/ 

b. https://www.barcouncilethics.co.uk/documents/gdpr-guide-
barristers-chambers/  

EXPECTATIONS IN RELATION TO PERSONAL POLICY 
DOCUMENTS  

5. Pupils and probationary tenants are expected to: 

a. Have the following policies and other documents in place, stored 
in a safe location on their work computer, which they will be 
expected to review periodically: 

i. Mobile Working Policy 

ii. Personal GDPR policy  

iii. Data Retention and Disposal Policy 

iv. Subject Access Request Policy 

v. Data Breach Checklist  

vi. Data Sharing Agreement/s where relevant 

vii. Data Processed Register 

viii. Data Protection Training Register 

ix. Near Miss Register 

x. Third Party Data Sharing Register 

 
1 Data Protection Act 2018, available at: 
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted (last accessed 7 May 2020) 
2 General Data Protection Regulation, available at: https://gdpr-info.eu (last accessed 7 May 
2020) 

http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://gdpr-info.eu/
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xi.  IT Register.3 

b. Unless the Head of the ETC is informed to the contrary, will adopt 
Chambers’ privacy notice for lay and professional clients, which 
is made available on Chambers’ website.  

c. Have registered with the ICO before commencing the practising 
period of pupillage (second six). This will be carried out by 
Chambers and then be recharged however it is the responsibility 
of pupils and probationary tenants to check that this has been 
actioned. See: https://www.barcouncilethics.co.uk/wp-
content/uploads/2017/10/data_protection_-_notification_-
_the_obligation_to_register.pdf   

d. Have read and be familiar with Chambers’ other policies on data 
protection. These will be provided to pupils and probationary 
tenants at the induction date or will be otherwise available on 
Chambers’ intranet.  

e. Have entered into a “data sharing agreement” with their pupil 
supervisor before commencing the pupillage seat with that 
supervisor, and where necessary with other members of 
chambers for whom they work for. This will ordinarily be confirmed 
during pupillage induction. Current Bar Council guidance 
indicates a controller-processor agreement will be appropriate for 
the first six months of pupillage. Before commencing second six 
pupils must enter into a joint data controller agreement. Controller 
processor agreement templates can be found here: 
https://www.barcouncilethics.co.uk/wp-
content/uploads/2018/05/Controller-processor-agreement-
pupils-and-devils-2021.pdf. Joint data controller agreements for 
use in second six will be made available to pupils.  

NB: Pupils may be required to enter into further data sharing agreements 
during the course of pupillage.  

DATA SECURITY  

6. Pupils and probationary tenants must ensure that:  

a.  Every computer they use for work:  

i. Is encrypted,  

ii. Is password-protected,  

iii. Is set to lock after a period of non-use,  

iv. Is regularly backed up, 

v. Has an operating system which is automatically or 
regularly updated, 

vi. Has adequate firewalls, 

vii. Has anti-virus programs which are regularly updated. 

b. All external hard drives or USBs used for work are also encrypted 
and secure. 

 
3 These template documents will be provided by the ISC at the Pupillage Induction.  

https://www.barcouncilethics.co.uk/wp-content/uploads/2017/10/data_protection_-_notification_-_the_obligation_to_register.pdf
https://www.barcouncilethics.co.uk/wp-content/uploads/2017/10/data_protection_-_notification_-_the_obligation_to_register.pdf
https://www.barcouncilethics.co.uk/wp-content/uploads/2017/10/data_protection_-_notification_-_the_obligation_to_register.pdf
https://www.barcouncilethics.co.uk/wp-content/uploads/2018/05/Controller-processor-agreement-pupils-and-devils-2021.pdf
https://www.barcouncilethics.co.uk/wp-content/uploads/2018/05/Controller-processor-agreement-pupils-and-devils-2021.pdf
https://www.barcouncilethics.co.uk/wp-content/uploads/2018/05/Controller-processor-agreement-pupils-and-devils-2021.pdf
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c. All hard copy materials stored are secure.  
 

d. When travelling, at the end of the day, or when left for more than 
an hour, they close their laptops and thereby ensure that the 
encryption and password protection facilities are properly used.  

HOW LONG SHOULD PERSONAL DATA BE RETAINED? “DATA 
MINIMISATION” 

Personal data relating to casework 

7. Personal data should not be retained unless necessary.4 In the context 
of the legal profession, it is common for data relating to legal actions to 
be held until the expiry of the relevant limitation period for professional 
negligence, 6 years from the date the cause of action accrued.5 This has 
the following consequences:  

a. In relation to pupils and probationary tenants’ own cases, they 
should keep hold of the case file and any relevant personal data 
for a period of 6 years, at a minimum, after the expiry of all legal 
actions, for example appeals etc. See Warren [2021] EWCA Crim 
143 for a case where the COA criticised simple routine deletion 
of papers, so apply some thought to the issue please.  

b. In relation to cases in which a supervisor or other member of 
Chambers is instructed and the pupil  or probationary tenant is 
assisting, personal data should be deleted as soon as the work is 
completed unless agreed otherwise with the pupil 
supervisor/other member of Chambers. However, pupils and 
probationary tenants should be careful not to delete data unless 
they have been told by their supervisor it is safe to do so, and that 
a copy is held elsewhere.  

Data relating to Chambers’ other activities 

8. Pupils and probationary tenants need to be aware of the difference 
between case work and other work which might from time to time be 
carried out on behalf of Chambers. This could include, for example, 
marketing and recruitment. It is unlikely, subject to any potential action 
against Chambers, for it to be necessary to store personal data relating 
to, for example, an application for pupillage which was unsuccessful for 
the same period as one would expect in relation to a criminal case. The 
storage period is likely to reflect other considerations such as the 
limitation period for employment claims. As in relation to work relating to 
pupil supervisors/members of chambers’ cases, however, pupils and 
probationary tenants should be careful not to delete data unless they 
have been told by their supervisor it is safe to do so as a copy is held 
elsewhere or it is safe to delete the data for other reasons.  

 
4 GDPR, Article 5(1)(c)  
5 Limitation Act 1980, s2 
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WHAT TO DO IN THE EVENT OF A BREACH OF DATA 
PROTECTION REQUIREMENTS 

a. Mitigate: Mitigate the breach. To provide some examples, if 
someone has taken a pupil or probationary tenant’s papers at 
court, they should ask around the robing room, ask the court clerk 
and find out who has been in the court that day. They should try 
to locate the documents. If they have sent an email to the wrong 
person, they should try to recall it. If this is not possible, they 
should ask the person to delete it and to confirm deletion. Pupils 
should be aware that you can be responsible for data breaches 
even if you are the victim of a crime if you have not put in place 
adequate provision to protect data.  

Pupils and probationary tenants should take whatever immediate 
steps they can to mitigate any potential breach. This would 
include remote wiping a phone if that facility is available.  

b. Record: Pupils and probationary tenants should record the 
incident in as much detail as possible, in written form.  

c. Let Chambers know: It is essential that Pupils and probationary 
tenants telephone their supervisor, the Head of ETC, the clerks, 
and let the ISC know as soon as possible if they think there may 
have been a breach: ISC@18rlc.co.uk  Some breaches are not 
reportable. If a reportable breach has occurred pupils and 
probationary tenants are under an obligation to report to the ICO 
without undue delay and not later than 72 hours. They may also 
be obliged to self-report to the BSB so they must get in touch with 
the clerks and the ISC to discuss matters and get assistance as 
soon as possible.  

SUBJECT ACCESS REQUESTS 

9. If a pupil receives a subject access request they should immediately 
bring the matter to the attention of their pupil supervisor and the Head of 
ETC.  

10. Pupils and probationary tenants should bear in mind when dealing with 
such requests the specific rules that may apply to the prosecution of 
criminal cases, including those set out under Schedule 2 to the Data 
Protection Act 2018, which includes reference to the prosecution of 
offenders as an exempted category. Legal privilege may also need to be 
considered.6  

CJSM AND THE DCS 

11. Pupils should register for a CJSM address and access to Caselines. 
Where it is necessary for them to access a case on the DCS they should 
ask to be invited onto the relevant case file rather than access the file 
via their supervisor’s login.  

 
6 Data Protection Act 2018, Schedule 2 
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GENERAL 

12. Pupils and probationary tenants should take care when sending emails 
to ensure that the correct recipients are included in the To and CC boxes. 
By far the largest number of potential data breaches are linked to 
sending emails to the wrong recipient. Some tenants have set up a time 
delay on their Outlook accounts that gives then 15 minutes leeway if post 
pressing send they fear they may have made a mistake.  

This version of the policy was adopted on 19th December 2021 and will be 
reviewed on or before 19th December 2023. 


