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PERSONAL DATA PROTECTION POLICY

A. N. OTHER
My Status
1. I am a self-employed barrister at Red Lion Chambers (“Chambers”), which is currently based in London at 18 Red Lion Court, London EC4A 3EB and in Chelmsford at Thornwood House, 102 New London Road, Chelmsford, Essex CM2 0RG. My ICO Reference number is XXXXXXX.
2. I provide legal services according to instructions received from my professional clients, such as solicitors [and from Public Access clients]. I need to gather and use personal data about individuals in order properly to conduct my day-to-day role as a barrister and provide legal services appropriate to my profession. 
3. In my own practice I am governed by the General Processing Regime of the General Data Protection Regulation and Data Protection Act 2018. I am the Data Controller, which means that I determine the purpose for which personal information is held or will be used.  
4. I am also responsible for maintaining a record of the data that I hold or am likely to hold and the general purposes for which this data will be used (see my Information Assets statement). Such record may be inspected on request by the Information Commissioner’s Office. 
5. To the extent because of my various activities on Chambers Committees I am a Data Controller for Chambers then is this capacity I abide by the Chambers Controller-Processer Agreement.

Data Protection Law
6. The General Data Protection Regulation and Data Protection Act 2018 describe how organisations must collect, handle, and store personal information, regardless of whether data is stored electronically, on paper or on other materials. To comply with the law, personal information must be collected and used fairly, stored safely and not disclosed unlawfully. The General Data Protection Regulation is underpinned by six important principles, namely that personal data must be:
· processed lawfully, fairly, and transparently;
· collected for specific, explicit, and legitimate purposes;
· adequate, relevant, and limited to what is necessary for processing;
· accurate and, where necessary, kept up to date;
· kept in a form such that the Data Subject can be identified only as long as is necessary for processing;
· processed in a manner that ensures appropriate security of the personal data.

7. I will only ever share or use personal data held or received for professional purposes for the legitimate reasons detailed in this policy.
8. This Data Protection Policy will be updated when necessary to reflect best practice in data management, security, and control and to ensure compliance with any changes or amendments made to the General Data Protection Regulation and Data Protection Act 2018. 

9. This policy applies to me, but also to all Chambers staff who I may designate to handle personal data on my behalf. Such staff include clerks, administrative and marketing staff as well as IT professionals employed or contracted by chambers. 
The Meaning of Personal information 
10. Personal Information applies to all data which I hold and which the clerks hold on my behalf relating to identifiable individuals. The GDPR defines personal information as being: 
· personal and family details, including lifestyle and social circumstances 
· goods and services 
· financial, education, training and employment details 
· physical or mental health details 
· racial or ethnic origin 
· political opinions and religious, philosophical or other beliefs 
· trade union membership 
· sex life or sexual orientation
· genetic information
· biometric information for the purpose of uniquely identifying a natural person 
· criminal proceedings, outcomes and sentences, or related security measures 
· other personal information relevant to instructions to provide legal services, including information specific to the instructions in question. 
Sources of information 
11. Personal information can come from the client, other parties concerned in the matter, such as other solicitors or legal professionals, experts, including medical and health care workers, witnesses or potential witnesses, friends or family members, police, prosecution and investigatory, regulatory or local authorities, courts and tribunals, or public sources such as the press, the internet, public registers and law reports. 
12. In the case of complaints, information may come from my co-Head of Chambers, the Clerks, other members of Chambers, the Bar Standards Board, and/or the Legal Services Ombudsman.

Why and how is personal information used? 
13. I and Chambers will use personal information as permitted by the data protection legislation:
· to provide legal services requested, and/or 
· to discharge professional and/or contractual obligations towards the professional and/or lay client and/or 
· to fulfil regulatory requirements and/or 
· to respond to and defend against complaints and/or 
· as otherwise required by law such as complying with orders or directions of courts, or investigations by Legal Services Ombudsman, the Bar Standards Board, the Information Commissioner’s Office, or any other statutory regulators. 
· For professional clients, for the purposes of promoting and marketing our services or arranging and organising our events, where relevant. 
14. Chambers will process and use information for its legitimate interests such maintaining my professional diary, checking for potential conflicts of interest, defending against complaints, legal proceedings, fee disputes or recovery, and complying with its professional obligations as required by the Bar Standards Board. 
15. Chambers may also process information by providing me with secure digital or other storage and computing facilities.
The legal basis for processing personal information 
16. Chambers and I will use the information where necessary for legal proceedings, providing legal advice or the establishment, exercise or defence of legal rights. The legal basis for the use or processing of the information is that it is necessary: 
· to perform the legal services requested by the professional client and /or client, and/ or 
· to establish, exercise or defend legal claims or proceedings for or against the client including advising in respect of such of such matters or potential matters and/or 
· as regards retention for the establishment, exercise or defence of legal claims, to permit me and Chambers to defend themselves in respect of potential complaints or legal proceedings; 
· to comply with legal and professional obligations such as compliance with court directions or investigations by statutory regulators such as the Legal Services Ombudsman, the Bar Standards Board, or the Information Commissioner’s Office, and/or 
· to meet my or Chambers’ legitimate interests such as checking for conflicts of interest, use in defending against complaints or potential complaints, legal proceedings, fee disputes or recovery, and/or for complying with professional obligations as required by the Bar Standards Board. 

17. I do not intend to process the personal information of others except for the reasons stated in this Policy and will not do so without prior consultation with the Chair of the GDPRV Committee.
Sharing of personal information. 
18. The personal information will be kept securely and treated confidentially. It will not be shared with others except where it is necessary to provide legal services in accordance with instructions received and/or professional obligations and legal requirements. For those purposes, personal information might be shared with 
· lay and professional clients; 
· other persons instructed by the professional client including other barristers, legal professionals, and experts; 
· if instructed and authorised to do so, witnesses and potential witnesses; 
· if instructed to do so, representatives of other parties to proceedings, police or regulatory or investigatory authorities; 
· Chambers information processors, such as IT support staff, email providers, information storage providers for the purpose of storing information securely e.g. on secure computer systems; 
· Chambers’ staff for the purpose of securely receiving and communicating information on my behalf;
· In the event of complaints, my co-Head of Chambers, members of Chambers who deal with complaints, the Bar Standards Board and the Legal Services Ombudsman; 
· As required by law before and during legal proceedings or as required by order or direction of a court. 
Sensitive Personal Data 
19. Chambers may also be required to provide personal information to regulators, such as the Bar Standards Board, the Financial Conduct Authority or the Information Commissioner’s Office.  In the latter case, there is a risk that information may lawfully be disclosed by them for the purpose of civil or criminal proceedings, without Chambers’ consent or my consent, which includes privileged information.
20. Chambers may also be required to disclose your information to the police or intelligence services, if required and permitted by law. 
Transfer of information outside the European Economic Area (EEA) 
21. Chambers does not normally transfer material outside the EEA. 
22. Transfer of information to countries outside the EEA is inevitable where:
· the client resides outside the EEA 
· the case involves persons or organisations or courts and tribunals outside the EEA
· the instructions provided come from outside the EEA. 
If those contingencies are likely to occur the lay and/or professional client will be required to state in writing what (if any) additional precautions should be taken in respect of such information. 
23. Some countries and organisations outside the EEA have been assessed by the European Commission as having information protection laws and procedures which provide adequate protection. The list can be found here. Most do not. If information has to be transferred outside the EEA, neither the information nor the client may enjoy similar protections as are available within the EEA. 
Cloud Storage of encrypted data 
24. Chambers uses Microsoft Cloud for the storage and backup of encrypted data. Microsoft is a US company. US companies and their subsidiaries, including foreign subsidiaries, are subject to US laws. Microsoft has agreed to comply with the EU-US Privacy Shield. However, the US does not have the same information protection laws as the EU, but the EU-US Privacy Shield has been recognised by the European Commission as providing adequate protection. Moreover, Chambers understands that Microsoft Cloud is also used and/or to be used by some UK legal entities and Government Departments. 
How long will information be stored? 
25. Chambers and I will store information relating to proceedings or legal instructions while they are current or outstanding. When all such proceedings and related matters have been resolved, no personal information will be retained for longer than is reasonably necessary or for reasons incompatible with data protection legislation including the GDPR and the requirements of regulatory bodies such as the Bar Council and the Bar Standards Board. 
26. The professional client (if any) should retain copies of the material sent to counsel. Accordingly, I will return to the professional client any hard copy material or delete or securely destroy it according to their instructions. Notes and working papers and any other material will be retained for 7 years (“the retention period”) from the date of the end of the case (e.g. when the proceedings have ended and any applicable rights of appeal have been exhausted, or in the case of advisory work, no further advice is required). 
27. The retention period may be renewed (i.e. start afresh) where any enquiry, issue or complaint is made within the retention period (e.g. by the client, the Court of Appeal, the Criminal Cases Review Commission or any regulatory authority or pressure groups or the Press). 
28. This renewal of the start date of the retention period is to reflect the Court of Appeal decision in Warren [2021] EWCA Crim 143 where it was said: 
‘Postscript: The Extant Materials
1. This trial took place nearly 50 years ago, in the pre-digital era, when the court records (self-evidently in paper form only) were retained for a set period following the convictions and any subsequent appeals, and thereafter destroyed. Serendipity governed what, if anything, survived beyond that date, perhaps in the chambers of counsel, the offices of solicitors, with the relevant investigating police force, at the National Archive, with the accused or with others with an interest in the proceedings. This case provides the clearest example as to why injustice might result when a routine date is set for the deletion and destruction of the papers that founded criminal proceedings (the statements, exhibits, transcripts, grounds of appeal etc.), particularly if they resulted in a conviction. At the point when the record is extinguished by way of destruction of the paper file (as hitherto) or digital deletion (as now), there is no way of predicting whether something may later emerge that casts material doubt over the result of the case.
1. Given most, if not all, of the materials in criminal cases are now presented in digital format, with the ability to store them in a compressed format, we suggest that there should be consideration as to whether the present regimen for retaining and deleting digital files is appropriate, given that the absence of relevant court records can make the task of this court markedly difficult when assessing – which is not an uncommon event – whether an historical conviction is safe.
1. If it is decided to undertake this piece of work, it will self-evidently involve reconsideration of the HMCTS Record Retention and Disposition Schedule dated 19 August 2020.’
29. So, for the avoidance of doubt if there are indications of continued interest in the case at any stage in the 7 year period then the 7 year period of retention will begin again. Arrangements will be made with Chambers for the protected retention of digital material and consideration will be given to the necessity to scan paper material to digital for safer retention. The retention period will then be reviewed each year thereafter and any further indications of continued interest will result in the retention period once again starting again. A low threshold is taken as to what amounts to an indication of continued interest. A separate record of such cases to be updated annually.  
30. At the end of any retention period, I will decide whether the information should be retained for a further period (e.g. because future enquiries, issues or complaints are anticipated). Any decision to hold information beyond the retention period shall be reviewed annually.
31. Information not required to be retained shall be disposed of securely. Physical papers will be destroyed securely or by using Chambers’ confidential waste service, and electronic files will be wiped from my laptop, external hard-drive and cloud storage.
32. Some personal data will be retained for longer than the retention period where it is stored, for example, together with notes on other cases in which the retention period has not expired and it is not reasonable or proportionate to separate the personal information relating to one case from another. 
33. It is likely that lay and professional clients’ names and contact information which appears in Chambers professional appointments diary and fee records will be stored indefinitely as those records are required for conflict checking and tax or revenue purposes. 
Data Security 
34. The security of personal information is a serious matter. Chambers and I have appropriate measures, safeguards and policies in place to keep data secure and ensure that it is only accessed by those people who have a legitimate need to access it and are authorised to do so.  I will take appropriate and reasonable steps to reduce the risk of unauthorised access (either through accidental disclosure, theft or otherwise) in line with Chambers’ policies and obligations under the relevant data protection legislation, including the GDPR. I have taken the following particular steps to ensure that data is stored and accessed securely by ensuring that:
· My computers, laptops, mobile telephones, and all data storage devices used for professional work (“my devices”) are password protected and encrypted
· Details of my devices are maintained on a Device Register, a copy of which is kept by Chambers
· Only current cases are saved to my laptop 
· My computers and laptop are regularly backed up to Chambers Microsoft Cloud storage.
· I use Multi Factor Authentication for my Chambers email account. 
· Hard copy papers are kept secure either at my home address in premises secured by an alarm or in Chambers, my room is locked. 
· Privacy screens are used to avoid being overlooked when it is necessary to access personal data whilst on public transport or in a public place 
· No connection with public Wi-Fi will be used on a laptop but via my secure mobile telephone.
Others’ Rights 
35. I am aware that under the GDPR, those for whom I hold personal information have a number of rights that can be exercised, free of charge, subject to the conditions and restrictions set out in the GDPR and the Data Protection Act 2018. 
36. In summary, such persons in respect of the personal information held about them by myself or Chambers may: 
· Request access to it and other supplementary information 
· Request correction of mistakes in it or the completion of missing information held
· In certain circumstances request that it be erased 
· Request a copy (or have it sent to a third party) in a structured, commonly used and machine-readable format, e.g. a Word file
· Object at any time to its processing for direct marketing 
· Object in certain other situations to its continued processing 
· Restrict its processing in certain circumstances. 
Complaints 
37. I will comply with Chambers’ complaints procedures and assist Chambers and any regulatory authority dealing with any complaint concerning or made by any person in respect of whom I hold or have held personal information.

A. N OTHER					
Red Lion Chambers 						   
18 Red Lion Court, 					Date: XX XXXXX 2021
London
EC4A 3EB
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