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For the necessary sharing of Personal Data between

[Red Lion Chambers as a Data Controller]

And

[Insert Data Processor]


DATA SHARING AGREEMENT 
Table of Contents
This Data Sharing Agreement (the “Agreement”) is between:
(A)	Red Lion Chambers
	Organisation/Business Area
	Red Lion Chambers

	ICO Registration Number
	

	Operational Contact Name and Job Title:
	



(B)	[Data Processor]:
	Organisation/Business Area
	

	ICO Registration Number
	

	Operational Contact Name and Job Title:
	



[bookmark: _25b2l0r]1.	Commencement and Duration
This Agreement commences [insert date] and shall continue (unless terminated early) until [date].
[bookmark: _kgcv8k]2.	Personal Data
For the purposes of this Agreement “Data” means [description of Personal Data including a list of the variables, period the data covers and geographical extent].
[bookmark: _34g0dwd]3.	Purposes of the data share
[bookmark: _1jlao46]3.1	Purposes
[Data Processor] agrees to only process the Data for the purposes of [insert description of the data sharing initiative, including why it is necessary and the specific aims and benefits] (the ”Purposes”).  
[bookmark: _43ky6rz]3.2	Further disclosure
[Data Processor] agrees not to disclose the Data to any third parties unless a Red Lion Chambers Authorised Person (defined in Appendix A part 1) has authorised the disclosure in writing (including e-mail).
[bookmark: _2iq8gzs]3.3	Limitations on Data use
[Data Processor] agrees to:
· [insert proportionate limitations on data use e.g.: restrict linkage of the Data with other datasets so the Data Processor cannot build detailed profiles of individuals that are disproportionately privacy intrusive].
[bookmark: _xvir7l]4.	Data Transfer
Red Lion Chambers agrees to transfer the Data to [Data Processor] in accordance with the data transfer process described in Appendix A part 2.
[bookmark: _3hv69ve]5.	Data Protection
The Parties shall comply with any notification requirements under the General Data Protection Regulation (GDPR) and duly observe all their obligations under the GDPR that arise in connection with this Agreement. More information about GDPR compliance is in Appendix A part 3.
[bookmark: _1x0gk37]6.	Data Security & Management of a Security Incident
Both Parties warrant that they will take appropriate technical and organisational measures against the unauthorised or unlawful processing of personal data and against the accidental loss or destruction of, or damage to, personal data including, but not limited to, the security measures set out in Appendix B.
In the event of a material breach of this Agreement by [Data Processor]:
· [Data Processor] shall inform Red Lion Chambers immediately;
· Red Lion Chambers may terminate this Agreement with immediate effect by giving notice to [Data Processor] in writing;
· Red Lion Chambers may require [Data Processor] to securely destroy the personal data in accordance with Standards and provide confirmation in writing to Red Lion Chambers that the personal data have been deleted. 
[bookmark: _4h042r0]7.	Subject Access Requests
The Parties shall co-operate in handling and disposing of any Subject Access Requests made to either of the Parties under the GDPR. 
Subject access requests received by either party which relate to this Agreement shall be passed to the Authorised Persons for the Authorised Persons to decide which party should action and take overall responsibility for as soon as practicable after receipt and in any event within [three] working days of receiving the request.
[bookmark: _2w5ecyt]8.	Audit and Review
This Agreement shall be reviewed annually.  At each review use of the personal data for the agreed purposes will be assessed by the Parties.
[Data Processor] agrees to:
a) allow Red Lion Chambers from time to time to conduct an on-site audit of [Data Processor]’s confidentiality and security procedures and practices, provided reasonable notice is given to [Data Processor] and subject to reasonable and appropriate confidentiality undertakings, or
b) provide a report of such an audit to Red Lion Chambers.
[bookmark: _1baon6m]9.	Changes to the Agreement
Except expressly provided in this Agreement, no variation of this Agreement shall be effective unless it is in writing and signed by both Parties.
[bookmark: _3vac5uf]10.	Retention and Deletion of Data
Unless the Agreement is terminated early in accordance with section 6, [Data Processor] agrees to retain the personal data [[only as long as the Data are required for the Purposes] OR [insert time limit]] (the “Retention Period”).  
At the end of the Retention Period [Data Processor] agrees to destroy the personal data securely and provide confirmation in writing to Red Lion Chambers that the personal data have been deleted.
[bookmark: _2afmg28]11.	Termination of Agreement
Either party may terminate this Agreement provided [notice period] written notice has been given to the other party.
Red Lion Chambers may terminate this Agreement in the event of a material breach of this Agreement by [Data Processor].
[bookmark: _pkwqa1]12.	Signatories
By signing this Agreement the Parties confirm that they accept its terms.

Red Lion Chambers

Signature   ………………………………………		Date  ……………………….

[CHAMBERS authorised signatory’s name and title]
For and on behalf of [CHAMBERS]

[Data Processor organisation]

Signature   ………………………………………		Date  ……………………….

[Data Processor organisation authorised signatory’s name and title]
For and on behalf of [Data Processor]
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Appendix A: Key Details
[bookmark: _39kk8xu]Part 1.	Authorised persons
Any further information, including documents referred to, or any questions or comments relating to this Agreement should be directed to the following Authorised Persons, who may change from time to time in accordance with instructions from an Authorised Person in writing (including e-mail):
	
	Name and contact details

	Red Lion Chambers Authorised Person
	Shane Collery QC

	[Data Processor] Authorised Person
	



[bookmark: _1opuj5n]Part 2.	Data Transfer Process
[Insert description of data transfer process.  Specify timescales including whether the transfer is one-off or regular transfer (e.g. monthly or yearly or following an event such as a request or publication)].

[bookmark: _48pi1tg]Part 3.	Data Protection
[bookmark: _2nusc19]Data Controller Responsibilities
The Parties acknowledge that for the purposes of the GDPR:
[Describe which party(s) is Data Controller (i.e. determines how and why personal data are used) for each stage of the data sharing project]
[bookmark: _1302m92]Fair Processing
[insert details of what data subjects have been told about this data share].
[bookmark: _3mzq4wv]Lawful Processing
The Parties are satisfied that the legal basis for sharing the Data is/are [insert all relevant legal bases].
[bookmark: _2250f4o]Subject Access
[bookmark: _haapch]Subject Access Requests (SARs) received by either party which relate to this Agreement shall be passed to the Authorised Persons to decide which party should action and take overall responsibility for as soon as practicable after receipt and in any event within [three] working days of receiving the request.

Appendix B:	Security Measures
[Insert description of specific technical and organisational security measures imposed on Data Processor by Red Lion Chambers] 
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For the necessary sharing of Personal Data between

Red Lion Chambers

And

[BARRISTER COMMITTEE MEMBER]












DATA SHARING AGREEMENT 
Table of Contents
This Data Sharing Agreement (the “Agreement”) is between:

(A)	Data Controller: Red Lion Chambers
Operational Contact: Mark Bennett
		Address: 18 Red Lion Court London EC4Y 3EB
		Telephone Number: 02075206000
		ICO Registration Number: 


(B)	Data Processor: [INSERT NAME OF BARRISTER]
Chambers Committee: [MANAGEMENT/ PUPILAGE ETC. COMMITTEE] 
		Address: 
		Telephone Number: 
		ICO Registration Number: 


1.	Commencement and Duration
This agreement will commence at midnight on the date it is signed by the parties. This agreement will remain in place until further notice, unless terminated earlier by mutual agreement with [30 days] notice in writing to the other Party.

2.	Personal Data
For the purposes of this Agreement “Data” means any or all personal or sensitive personal data relating to [Chambers employees, Chambers Barrister Members, Chambers pupils, probationary tenants applications from pupils, applications for new members, customer, client and supplier details, etc.] as defined by the General Data Protection Regulation.

3.	Purposes of the data share
3.1	Purposes
[INSERT BARRISTER] agrees to only process the Data for the purposes of fulfilling his/her role as member of Chambers [MANAGEMENT/ PUPILAGE ETC] Committee (the ”Purposes”).  

3.2	Further disclosure
[BARRISTER] agrees not to disclose the Data to any third parties unless a Chambers Authorised Person (defined in Appendix A part 1) has authorised the disclosure in writing (including e-mail).


4.	Data Transfer
Red Lion Chambers agrees to transfer the Data to [BARRISTER] in accordance with the data transfer process described in Appendix A part 2.

5.	Data Protection
The Parties shall comply with any notification requirements under the General Data Protection Regulation (GDPR) and duly observe all their obligations under the GDPR that arise in connection with this Agreement. More information about GDPR compliance is in Appendix A part 3.

6.	Data Security & Management of a Security Incident
Both Parties warrant that they will take appropriate technical and organisational measures against the unauthorised or unlawful processing of personal data and against the accidental loss or destruction of, or damage to, personal data including, but not limited to, the security measures set out in Appendix B.

In the event of a material breach of this Agreement by [BARRISTER]:
· [BARRISTER] shall inform Red Lion Chambers immediately and at most, within 72 hours if it becomes aware of any unauthorised or unlawful processing, loss, damage or destruction of the information provided by Chambers. This includes any near misses and incidents reported to the ICO;
· Red Lion Chambers may terminate this Agreement with immediate effect by giving notice to [BARRISTER] in writing;
· Red Lion Chambers may require [BARRISTER] to securely destroy the personal data in accordance with Standards and provide confirmation in writing to Red Lion Chambers that the personal data have been deleted. 

7.          Data Breach Investigations and Referral to the ICO
Both Parties warrant that they shall co-operate in the investigation of any potential data breach conducted by Chambers and any subsequent investigation or referral to the Information Commissioner’s Office or other necessary Regulatory bodies.

8.	Subject Access Requests
The Parties shall co-operate in handling and disposing of any Subject Access Requests made to either of the Parties under the GDPR. 

Subject access requests received by either party which relate to this Agreement shall be passed to the Authorised Persons for the Authorised Persons to decide which party should action and take overall responsibility for as soon as practicable after receipt and in any event within [five] working days of receiving the request.

8.	Audit and Review
This Agreement shall be reviewed annually.  At each review use of the personal data for the agreed purposes will be assessed by the Parties.

[BARRISTER] agrees to:
c) allow Red Lion Chambers from time to time to conduct an audit of the [BARRISTER] confidentiality and security procedures and practices, provided reasonable notice is given to [BARRISTER] and subject to reasonable and appropriate confidentiality undertakings, or
d) provide a report of such an audit to Red Lion Chambers.

9.	Changes to the Agreement
Except expressly provided in this Agreement, no variation of this Agreement shall be effective unless it is in writing and signed by both Parties.

10.	Retention and Deletion of Data
Unless the Agreement is terminated early in accordance with section 6, [BARRISTER] agrees to retain the personal data only as long as the Data are required for the Purposes or as defined within Chambers Retention and Disposal Policy (the “Retention Period”).  

At the end of the Retention Period [BARRISTER] agrees to destroy the personal data securely and provide confirmation in writing to Red Lion Chambers that the personal data have been deleted.

11.	Termination of Agreement
Either party may terminate this Agreement provided [X] written notice has been given to the other party.

Red Lion Chambers may terminate this Agreement in the event of a material breach of this Agreement by [BARRISTER].

12.	Signatories
By signing this Agreement the Parties confirm that they accept its terms.


[CHAMBERS]

Signature   ………………………………………		Date  ……………………….

[AUTHORISED CHAMBERS CONTACT]
For and on behalf of [CHAMBERS]


BARRISTER

Signature   ………………………………………		Date  ……………………….

[BARRISTER]



Appendix A: Key Details
Part 1.	Authorised persons
Any further information, including documents referred to, or any questions or comments relating to this Agreement should be directed to the following Authorised Persons, who may change from time to time in accordance with instructions from an Authorised Person in writing (including e-mail):

	
	Name and contact details

	Chambers Authorised Person
	Shane Collery QC



	Barrister
[Management/ Pupillage etc Committee Member]
	
[insert details]





Part 2.	Data Transfer Process
Relevant Data will be shared by Red Lion Chambers to [BARRISTER] as and when required to enable [BARRISTER] to discharge their responsibilities as a member of Chambers [Management/ pupillage etc] Committee.

Relevant Data will be shared on a strict need to know basis only and will only be processed by members of Chambers [Management, Pupillage, Education etc. Committee] in order for them to perform their duties in accordance with one or more of the defined purposes.

Part 3.	Data Protection

Data Controller Responsibilities
The Parties acknowledge that for the purposes of the GDPR:

Red Lion Chambers is Data Controller (i.e. determines how and why personal data are used) for [Management/ Pupillage Committee]

[BARRISTER] is Data Processor (i.e. processes specific information provided by Chambers for the sole purpose of fulfilling its role as a [Management/ Pupillage] Committee member.

Lawful Processing
The Parties are satisfied that the legal basis for sharing the Data is/are [insert all relevant legal bases].

Subject Access
Subject Access Requests (SARs) received by either party which relate to this Agreement shall be passed to the Authorised Persons to decide which party should action and take overall responsibility for as soon as practicable after receipt and in any event within [five] working days of receiving the request.

Appendix B:	Security Measures
Under no circumstances should Relevant Information be left unattended, processed in any way that is unsecure or accessed unlawfully. 

Each Party shall notify the others as soon as is practicable, and at a maximum within 72 hours, if they become aware of any unauthorised or unlawful processing, loss, damage or destruction of the Relevant Information. This includes any ‘near misses’ and any incidents reported to the Data Protection Commissioner. It is the responsibility of the Party managing the incidents to investigate, report and escalate them as appropriate to the necessary regulatory bodies.  

[BARRISTER] shall not instruct any processor, agent or subcontractor to process Relevant Information to which this agreement relates, without prior written consent from an Authorised Person for Red Lion Chambers.

[BARRISTER] shall ensure any processor, agent or subcontractor to process Relevant Information to which this agreement relates, will process such information in accordance with the General Data Protection Regulation, and that all appropriate data sharing or processing agreements or contracts are in place.


[BARRISTER] remains responsible for the Relevant Information they hold and process (once safely received) from Red Lion Chambers.

[BARRISTER] shall ensure Relevant Information will not be processed outside of the European Economic Area without the appropriate safeguards being in place to satisfy the General Data Protection Regulation. 

Each party will comply fully with the General Data Protection Regulation and other relevant legislation. Particular attention must be paid to principle 6 and ensuring the security of Relevant Information and systems. Each party will protect such information from unauthorised or unlawful processing, accidental loss, destruction or damage, and acknowledge that they have implemented the required technical and organisational measures.

Definitions
Personal data - any factual information or expressions of opinion relating to an individual who can be identified directly from that information or in conjunction with any other information coming into the possession of the data holder. 

Data Controller - the individual or organisation that decides the purpose of processing personal information, including what information will be processed and how it will be obtained. 

Data Processor - an individual (other than an employee of the data controller) or organisation that processes personal information whilst undertaking a business activity or contracted service on behalf of the Data Controller. 

Data Processing - any business activity or contracted service that involves using personal, corporate or other information for any purpose, including obtaining, recording, holding, viewing, storing, adapting, altering, deleting, disclosing. This is not restricted to computer processing but includes manual files and verbal discussions. 
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