

[image: ]DATA PROTECTION BREACH REPORT (12.20) 	

	Chambers /
Member involved?
	

	Date of Incident 
	
	Time of Incident
	

	Date Reported
	
	Time Reported
	

	Reported by:
	
	Reported to
	

	Date ICO informed
	
	Time ICO informed
	

	NATURE OF BREACH (supply as much detail as possible): 




	TIME AND DATE YOU WORKED THROUGH THE SELF ASSESSMENT TEST ON THE ICO WEBSITE? SET OUT YOUR ANSWERS TO THE QUESTIONS RAISED. 




	WHAT DID THAT SELF ASSESSMENT TEST TELL YOU TO DO? [Attach a screen shot] 



	EXTENT TO WHICH CHAMBERS OR PERSONAL NETWORKS OR DATA STORAGE SYSTEMS
COMPROMISED:




	EXTENT TO WHICH CONFIDENTIAL/PERSONAL DATA HAS BEEN COMPROMISED: 






	WHOSE CONFIDENTIAL/PERSONAL DATA HAS BEEN COMPROMISED? 




	NUMBER OF DATA SUBJECTS AFFECTED? 


	ASSESS DISCLOSURE RISK (E.G. WAS DATA ENCRYPTED?)




	HAVE THE DATA SUBJECTS AND/OR DATA CONTROLLER BEEN INFORMED? 




	WHAT ACTION HAD BEEN TAKEN AND WHEN TO MITIGATE THE EFFECTS OF THE BREACH? 





	IN CONSEQUENCE OF THIS BREACH OR POTENTIAL BREACH IS THERE LIKELY TO BE A HIGH RISK TO INDIVIDUALS’ RIGHTS AND FREEDOMS? This means assessing both the severity of the potential or actual impact on individuals and the likelihood of this occurring. Art 29 provides ‘This risk exists when the breach may lead to physical, material or non-material damage for the individuals whose data has been breached. 


	NOTIFICATIONS:

	Persons notified incl Data Lead, Clerks, Instantonit. 
	Description
	Date/Time

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	

	REPORTED TO:

	ICO
	No/Yes - Date
	BSB no/Yes
	No/Yes -Date

	By
	
	By
	

	
	
	
	

	DATE AND NATURE OF ICO ADVICE / DECISION
 



	DATA PROTECTION LEAD: DATE AND NATURE OF DECISION




	REASON(S) FOR ANY NON-NOTIFICATION TO BSB / ICO





	REASON(S) FOR LATE (more than 72 hours) NOTIFICATION TO ICO


	DESCRIBE ANY MEDIA COVERAGE OF THE INCIDENT



	REMEDIAL STEPS TAKEN (see Incident Response Plan)




	EFFECTIVENESS OF REMEDIAL STEPS TAKEN (see Incident Response Plan)




	INCIDENT RESPONSE PLAN ATTACHED (Yes/No) 



	IN CONSEQUENCE OF THIS INCIDENT WHAT HAS BEEN LEARNT TO MINIMISE THE RISK OF A REPEAT? 
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