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CONFIDENTIALITY & SENSITIVE MATERIAL (General Guidance) 
Reviewed September 2020 

CONFIDENTIALITY 

1. We now operate under a strict regime of GDPR control and thus what was originally 
written in this Guidance without that in mind needs to be read with that system of 
control to the fore. The consequences both financial and to an individual’s career 
can be very detrimental if there are breaches of confidentiality or data losses. The 
intention of this guidance note is not to scare but to ask the individual barrister to 
carefully consider their vulnerabilities.  

2. No doubt all are aware of the need to ensure that cases are not discussed in public 
places either in person or on the telephone (e.g. trains, restaurants, public areas of 
the Court). Similarly, papers should not be read in areas in which others may be 
able to read them whilst you do. Whilst these rules are obvious, following them is 
not as easy as one may think. Care should be taken, for example, when discussing 
cases in robing rooms or in seemingly unoccupied areas for it is very difficult to be 
sure that someone with an interest in your case is not listening. 

3. A particular difficulty arises if two or more members of Chambers are instructed by 
different sides in the same case. At present, the Meridian system used by Chambers’ 
clerking team highlights this fact. This ensures that any material which is sent to a 
barrister is placed immediately in their pigeonhole or, if this is not practical because 
of size or there is particular sensitivity attached, it is left in a sealed envelope or 
cupboard within the Clerks’ room. Such material does not leave the Clerks’ room 
unless it is collected by the barrister instructed in that case. 

4. That we now have lockable pigeonholes as opposed to the previous system plainly 
increases the security over what is left in those spaces. The space provided is 
however limited in size and hence some materials may be kept securely by the 
clerks pending collection by the individual barrister instructed.  

5. Ensuring that telephone calls or conferences cannot be overheard is of vital 
importance. Similarly, ensuring that papers are not left in places in which others may 
read them is also important. Of course, even if your opponent is not a member of 
Chambers, care should be taken to ensure that papers are not left unattended in 
public areas of the building. In addition, members should ensure that care is taken 
to ensure that documents of a confidential nature are not immediately visible (i.e. on 
the face of the brief) if the brief is left in the Clerks’ room or unattended in a member’s 
room or particularly at Court. We urge members to take real care leaving papers 
unattended in Court rooms or robing rooms. Papers being removed by others 
inadvertently has caused real concerns to barristers in Chambers in the last year.  

6. Further difficulties arise through the use of IT facilities, particularly in Chambers. All 
members should ensure that all data is stored in a password protected drive. If the 
document or data is of particular sensitivity, it may be appropriate to password 
protect the particular document or data. Members of Chambers should take 
particular care to ensure that CDs, floppy disks and memory sticks holding 
information are not left unattended and that they are stored securely when not being 
used. It makes sense to encrypt such storage devices. It will add a layer of delay in 
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accessing the material but may ultimately provide great comfort in the case of a data 
loss.  

7. We also urge that great care is taken before using unsecured WiFi systems using 
devices on which work is kept. Fine if it is a smartphone without a work email address 
loaded, but if it has such an account or the device contains work then you take a risk 
in joining such a network. This is particularly an issue when travelling on trains.  

8. Furthermore, few e-mail providers can guarantee that the service provided is secure. 
It is increasingly common for individuals to use e-mail to communicate with those 
instructing, courts etc. However, always consider whether or not the information 
should be sent using this method of communication. Secure e-mail facilities are 
available, such as cjsm. All members should also be aware that sending a document 
by e-mail may allow the recipient to view when the document was created, to track 
any alterations and to ascertain when such changes were made and to amend it 
without the author’s approval. Chambers has the facilities to allow all documents 
(e.g. skeleton arguments, application notices, case summaries and opening notes) 
to be scanned onto the computer system and sent to parties as a pdf attachment. If 
any member of Chambers would like further information on the facilities outlined 
above, please contact the Clerks. 

9. Members of Chambers should also take great care when posting or to the extent the 
medium is still used, faxing material. Members must always consider whether or not 
it is more appropriate to send the material by recorded delivery, by courier or by 
some other means. There may well be circumstances in which the only method of 
ensuring that a document is delivered safely is by hand by a member of Chambers’ 
staff or the member themselves. Members of Chambers should also take great care 
when producing copies of documents. 

10. It should not be presumed that DX is secure. It is not. Do not send confidential and 
sensitive papers or unencrypted media using DX. We use DX far less than hitherto.  

11. We also urge Members to take real care in the used of Cloud storage. If they are 
hacked and are not themselves GDPR compliant in terms of security it opens the 
individuals to risk. Specific care should be taken to identify where cloud services are 
actually being delivered and supported from – which may not be immediately 
obvious. For example, many global cloud service providers are not headquartered 
within the European Union, regardless of whether or not they have chosen to locate 
their data centres in the EU. Special attention needs to be paid to their applicable 
data protection framework, their ability to comply with the requirements of GDPR 
and whether specific data subject consent to move their personal data to off-shore 
locations needs to be obtained. Working with UK-sovereign cloud service providers 
alleviates these challenges. If in doubt disable the automatic back up of your work 
to Cloud systems.  

12. At the conclusion of a case there may be a tendency to consider the papers as 
yesterday’s news and to put them in a corner for later disposal or archiving. We urge 
you to take steps to return confidential material to those instructing as soon as 
possible. This includes ABE interviews in recorded form. We all have an interest in 
stopping yesterday’s work becoming tomorrow’s news.  

13. Those members of Chambers who become involved in a case (i.e. by carrying out 
research or by drafting a document or by covering a hearing) must be made aware 
by the Clerks if someone else in Chambers is instructed on an opposing side. It is 
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also advisable for that individual to be informed of the sensitivities involved in that 
case. 

14. Finally, if any member of Chambers becomes aware of a member of the public who 
is present in an area of Chambers that they would not ordinarily be entitled to access 
to during the hours that the Clerks’ room is manned, he or she must contact the 
Clerks and inform them of the individual’s presence. As a preliminary step we 
suggest if you do not recognise the person wandering around Chambers you politely 
challenge them. They may have a legitimate reason for being present and the 
circumstances of their activity may reveal that. Alternatively, it may not. In any event 
contact the clerks to check the position. If the Clerks were not informed of the 
individual’s presence, further enquiries must be made to ascertain who the individual 
is and what their purpose for being within that part of the building is.  

15. If any member of Chambers becomes aware of a member of the public who is 
present in the building outside of the hours that the Clerks’ room is manned, he 
or she should contact the Clerks using the out of office telephone number. If he or 
she is also aware that other members of Chambers are in the building, it may be 
appropriate to notify them of the individual’s presence. Of course, if the individual 
poses an immediate threat, he or she should inform the Police. Whether the person 
is challenged by the Member we leave to the individual to determine. The response 
to any such intrusion will depend upon the circumstances of the situation and 
members of Chambers should take the necessary precautions at all times, 
especially when in the building outside of office hours. Ordinarily, a member of 
Chambers should not approach such an individual. Whenever possible, the Clerks 
must inform members of Chambers if an external event is likely to be held in the 
building outside of office hours (e.g. an external committee meeting). 

SENSITIVE MATERIAL  

16. Sensitive material should never be left unattended on a desk in a Members room or 
in the library, even if it is for only a few minutes. If you leave for a few minutes either 
take the material with you or conceal it.  

17. At present, Chambers has a safe located in the Clerks’ room which is unlocked by 
a key. The safe is itself placed in a locked cupboard. The keys to both the safe and 
the cupboard are themselves stored in a cupboard, which is locked when the room 
is not occupied by a clerk. Anyone wishing to obtain access to the safe must do so 
under the supervision of a clerk. 

18. All material identified as sensitive by either those instructing or by the barrister 
instructed is placed within the safe upon arrival. A record of the material is kept in a 
log book inside the safe. A record is kept of the case that the material relates to, the 
barrister instructed in that case and the date and time that the information was 
received. Anyone wishing to remove an item from the safe must record the date and 
time that the item was taken and returned, along with their name. A record of the 
material is not kept in any other location, so as not to jeopardise its safety. 

19. Similarly, ABE video cassettes or DVDs and other forms of taped evidence are 
stored in a locked cupboard in the Clerks’ room. A record of their presence is kept 
on the Meridian system in order to ensure that the material forms part of the brief. 
Movement of the material is monitored in a similar fashion to that outlined above. 
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20. An obvious difficulty arises if an individual wishes to access sensitive material 
outside of the hours in which the Clerks’ room is occupied. If a specific request is 
made to the Clerks, arrangements can be made for the material to be left in a locked 
cupboard or drawer for a member of Chambers to collect – the most usual place 
being the member’s desk drawer or cupboard. It is important to note that once the 
material has been released into the custody of the barrister, it must be his or her 
duty to return the material to the Clerks’ room so that it can be safely stored. 

21. A barrister may, if he or she chooses, store sensitive material at home. It is vital, 
however, that that material is stored securely. Chambers recommends that such 
storage is capable of being locked. Details of securer filing cabinets, falling short of 
a safe, that can be purchased has previously been circulated. As it is anticipated 
that few members of Chambers will have the facilities to store sensitive material, 
Chambers actively encourages all members to use the Chambers facilities provided. 
As well as those facilities located in the Clerks’ room, Chambers is able to store 
large amounts of material in other parts of the building and, if necessary, in external 
facilities. 

22. If sensitive material is removed, it should be transported safely and should not be 
left unattended at any time. Wherever possible, precautions should be taken in order 
to minimise the risk of interception, loss etc (e.g. by using private transport).  

23. Do not leave confidential or sensitive papers in an unattended vehicle. There are 
many instances where thefts from the vehicle have resulted in detrimental effects to 
the keeper’s careers. Any member of Chambers wishing to remove sensitive 
material should first consider whether or not it is appropriate to remove the material 
from the building. Chambers would advise any member to consult those instructing 
in order to discuss this matter. 

24. It is a good idea if it is necessary to print the material at all to print sensitive material 
on dark red paper. It makes taking copies much harder as the copy tends to come 
out as black. It is a small but purposeful step to greater control. It also allows you in 
amongst a mass of material, on your desk in Chambers, at Court or at home to 
readily identify that which is sensitive and so better protect it. 
https://www.amazon.co.uk/JAM-PAPER-Matte-Paper-
Burgundy/dp/B00LV5CRBS/ref=redir_mobile_desktop?ie=UTF8&aaxitk=v1D5u9Jo
FyRrBE8NpmOZXg&hsa_cr_id=2576546760402&ref_=sbx_be_s_sparkle_td_asin
_0  

25. If sensitive material is kept on mobile media encryption should be used.  
26. Of course, all of the precautions outlined above in relation to confidential material 

should be followed in relation to sensitive material. 

BREACHES AND FURTHER GUIDANCE 

27. If a breach of confidentiality arises, the member of Chambers responsible must 
inform those instructing immediately. It is also a potential GDPR breach and we 
suggest you contact the GDPR committee to discuss whether it is necessary to 
report the matter to the ICO. It will often also be appropriate to inform the Clerks, 
who, in turn, may feel it appropriate to inform the Chair of the Administration 
Committee, the Treasurer or the Heads of Chambers. If the breach is due to a failing 
on the part of Chambers, the member of Chambers responsible and the Clerks must 

https://www.amazon.co.uk/JAM-PAPER-Matte-Paper-Burgundy/dp/B00LV5CRBS/ref=redir_mobile_desktop?ie=UTF8&aaxitk=v1D5u9JoFyRrBE8NpmOZXg&hsa_cr_id=2576546760402&ref_=sbx_be_s_sparkle_td_asin_0
https://www.amazon.co.uk/JAM-PAPER-Matte-Paper-Burgundy/dp/B00LV5CRBS/ref=redir_mobile_desktop?ie=UTF8&aaxitk=v1D5u9JoFyRrBE8NpmOZXg&hsa_cr_id=2576546760402&ref_=sbx_be_s_sparkle_td_asin_0
https://www.amazon.co.uk/JAM-PAPER-Matte-Paper-Burgundy/dp/B00LV5CRBS/ref=redir_mobile_desktop?ie=UTF8&aaxitk=v1D5u9JoFyRrBE8NpmOZXg&hsa_cr_id=2576546760402&ref_=sbx_be_s_sparkle_td_asin_0
https://www.amazon.co.uk/JAM-PAPER-Matte-Paper-Burgundy/dp/B00LV5CRBS/ref=redir_mobile_desktop?ie=UTF8&aaxitk=v1D5u9JoFyRrBE8NpmOZXg&hsa_cr_id=2576546760402&ref_=sbx_be_s_sparkle_td_asin_0
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inform one of the individuals named above. A thorough record must be kept of all 
documents and communications relating to the breach. 

28. Of course, in some circumstances, it may also be appropriate to notify the Police or 
to take steps to ensure that any other party affected by the breach is informed. Such 
a situation may arise, for instance, if an informant’s identity is compromised. 

29. Chambers would advise any member of Chambers to seek the advice of the Head 
of the GDPR committee, the Heads of Chambers and/or the Bar Council if a breach 
of confidentiality arises. 
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CONFIDENTIALITY & SENSITIVE MATERIAL - CHECKLIST 

1. Do not discuss cases in public places either in person or on the telephone. This 
includes areas such as the robing room, the Bar Mess etc.  

2. Do not read papers in areas where others may also be able to read them. 
3. Do not leave papers unattended in public places, including areas of Chambers to 

which members of the public have access. 
4. If another member of Chambers is your opponent in a case, ensure that the Clerks 

are informed and that all material received is placed in your pigeonhole or, if this is 
impractical, in a sealed envelope or box within the Clerks’ room. Such material must 
not leave the Clerks’ room unless it is collected by the member of Chambers 
instructed. 

5. Ensure that telephone calls and conferences cannot be overheard. 
6. Ensure that documents of a confidential nature are not visible on the face of a brief. 
7. All data must be stored in a password protected drive. Documents and data of a 

sensitive nature must also be password protected. CDs, floppy disks and memory 
sticks storing such data must be safely secured. 

8. Ensure that a suitable method is used to transfer confidential and/or sensitive 
material. 

9. Sensitive material must not be left unattended at any time when being transported. 
10. Ensure that the Clerks are made aware of the presence of any member of the public 

present in area that they would not ordinarily be entitled to access and, after office 
hours, in the building generally. 

11. Ensure that sensitive material is stored in a secure facility (i.e. a safe or locked 
cupboard) and that the Clerks are made aware that the material is sensitive. 

12. Ensure that the procedures outlined in paragraphs 12 and 13 are complied with. 
13. Ensure that ABE video cassettes or DVDs and other forms of taped evidence are 

stored in a locked cupboard and that the Clerks are aware of the existence of such 
material. 

14. If a breach of confidentiality arises, those instructing must be informed immediately. 
15. Ensure that the procedures outlined in paragraphs 19 to 23 are complied with. 
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