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1. INTRODUCTION, PURPOSE AND SCOPE 

1.1 Chambers is required to comply with the law governing the management and 
storage of personal data, which is outlined in the General Data Protection 
Regulation 2016 (GDPR) and the Data Protection Act. 

1.2 Protection of personal and confidential data and respect for individual privacy is 
fundamental to the day-to-day operations of Chambers. 

1.3 Compliance with the GDPR is overseen by the UK data protection regulator which 
is the Information Commissioner’s Office (ICO). Chambers is accountable to the 
ICO for its data protection compliance.  

1.4 This policy aims to protect and promote the data protection rights of individuals and 
of Chambers, by informing members and everyone working for and with Chambers, 
of their data protection obligations and of Chambers procedures that must be 
followed in order to ensure compliance with the GDPR.  

1.5 This policy applies to all members, staff (including managers), consultants and any 
third party to whom this policy has been communicated. It covers all personal data 
and special categories of personal data, processed on computers or stored in 
manual (paper based) files.  

2. RESPONSIBILITIES 

 
1.6 Everyone in Chambers (and any third party to whom this policy applies to) is 

responsible for ensuring that they comply with this policy. Failure to do so may 
result in disciplinary action. 

1.7 The Chambers Information Security Committee (ISC) will have general oversight 
for Chambers compliance with this policy. 

1.8 Chambers Information Security Committee shall comprise the Head of Chambers, 
the Deputy Head of Chambers, Chambers Treasurer, and the Practice Director. 

1.9 The person responsible for the day to day management of Chambers Data 
Protection policies is the Practice Director. Those responsibilities include: 

(i) Developing and implementing data protection policies and procedures; 
(ii) Arranging periodic data protection training for all staff and members which is 

appropriate to them; 
(iii) Acting as a point of contact for all colleagues, staff and Barristers on data 

protection matters; 
(iv) Monitoring Chambers’ compliance with its data protection policy and 

procedures; 
(v) Promoting a culture of data protection awareness; 
(vi) Assisting with investigations into data protection breaches and helping 

Chambers to learn from them; 
(vii) Advising on Data Protection Impact Assessments; and  
(viii) Liaising with the relevant supervisory authorities as necessary. 
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3. GDPR 

1.10 The GDPR is designed to protect individuals and personal data which is held and 
processed about them by Chambers or other individuals. 

1.11 Key terms used by the GDPR include: 

 
Personal data any information relating to an identified and identifiable natural 

person.  
i.e. information (i) from which a person can be identified, directly or indirectly, 
by reference to an identifier i.e. name; ID number; location data; online 
identifiers etc. and (ii) that identified the physical, physiological, genetic, 
mental, economic, cultural or social identity of a person.  

Special 
categories of 
personal data  

Personal data revealing racial or ethnic origin; political opinions; 
religious or philosophical beliefs; trade-union membership; the 
processing of genetic data or biometric data for the purpose of 
uniquely identifying a natural person; data concerning health or 
data concerning a natural person's sex life or sexual orientation. 

Criminal 
matters 

Criminal matters are not a special category personal data but 
are dealt with separately (Reg. 10) 

Data subject any identified and identifiable natural person. 
For Chambers purposes these include barrister’s clients, staff and others 
whose personal data is held.  

Controller the natural or legal person, public authority, agency or other 
body who alone or jointly with others, determines the purposes 
and means of processing the personal data.  
i.e. the controller is the individual, organisation or other body that decides how 
personal data will be collected and used. 

Processing any operation which is performed on personal data such as: 
collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure 
by transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure or destruction. 

 

4. DATA PROTECTION PRINCIPLES 

1.12 The GDPR is based around 6 principles which are the starting point to ensure 
compliance with the Regulations.  

1.13 All members, and everybody working in, for and with Chambers must adhere to 
these principles in performing their day-to-day duties. 

 The principles require Chambers to ensure that all personal data and sensitive 
personal data are: 

(a) processed lawfully, fairly and in a transparent manner in relation to the subject 
(‘lawfulness, fairness and transparency’)  

(b) collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes (‘purpose 
limitation’) 

(c) adequate, relevant and limited to what is necessary in relation to the purposes 
for which they are processed (‘data minimisation’) 

(d) accurate and, where necessary, kept up to date; every reasonable step must 
be taken to ensure that personal data which is inaccurate, having regard to the 
purposes for which they are processed, are erased or rectified without delay 
(‘accuracy’) 
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(e) kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which personal data are processed (‘storage 
limitation’) 

(f) processed in a manner that ensures appropriate security of personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage using appropriate technical or 
organisational measures (‘integrity and confidentiality’) 

1.14 The processing of all personal data contained in case papers is necessary for 
compliance with the legal obligations of barristers towards the courts, their lay and 
professional clients, and the Bar Standards Board. 

5. PROCESSING PERSONAL AND SENSITIVE DATA 

1.15 All personal data must be processed in a manner compliant with the GDPR. 

1.16 There must be:  

 legitimate grounds for collecting and using the personal data; 
 no use of data in ways that have unjustified adverse effects on the individuals 

concerned; 
 transparency about how the data is to be used, and giving individuals 

appropriate privacy notices when collecting their personal data; 
 reasonably handling people’s personal data i.e. only in ways they would 

reasonably expect;  
 nothing unlawful done with the data. 

1.17 All members and staff must be aware of the difference between personal data and 
special categories of personal data and ensure that both types of data are 
processed in accordance with the GDPR.  

1.18 Barristers in Chambers who are data controllers are likely lawfully to process 
personal data acquired in case papers  

1.19 The conditions for processing special categories of personal data that are most 
relevant to Chambers are: 

 explicit consent from the data subject; 
 the processing is at the instruction of a Barrister who is the Data Controller of 

that personal data; 
 the processing is necessary for the purposes of carrying out Chambers’ 

obligations in respect of employment and social security and social protection 
law; 

 the processing is necessary to protect the vital interests of the data subject or 
another person; 

 the processing relates to personal data that has already been made public by 
the data subject; or 

 the processing is necessary for the establishment, exercise or defence of 
legal claims or whenever courts are acting in their judicial capacity. 

1.20 Anyone who has any concerns about processing personal data, should contact the 
Practice Director who will discuss matters with you.  
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6. PROCESSING, SUB-PROCESSING AND COMPLIANCE 

1.21 Chambers is authorised by its members to process all data relating to every case 
where a member of Chambers (including any pupil) is instructed and is the data 
controller. Such authorisation includes but is not limited to providing, monitoring, 
and maintaining Chambers communication and digital systems, fee collection, and 
digital or paper storage and disposal systems. 

1.22 Chambers is not authorised to transfer case data or personal data outside the 
European Union or to any international organisation without the specific authority of 
the member who is the data controller instructed in the case.  

1.23 The Information Management and Communications Policy sets out the obligations 
of Chambers to implement measures intended to secure the confidentiality, security 
and integrity of any case data and personal data while being processed by 
Chambers.  

1.24 Chambers is authorised to engage sub-processors for the specific purpose of 
providing, monitoring, and maintaining Chambers IT and digital systems, including 
digital or paper storage and disposal systems or for any other purpose required for 
the processing of case data controlled by members. In every case where 
Chambers engages sub-processors, the sub-processor will be required to comply 
with the relevant provisions of Chambers Data Protection Policies as well as the 
provisions of the GDPR.  

1.25 Chambers shall provide data controllers with evidence of compliance with the 
Chambers Data Protection Policies and the GDPR on the Chambers intranet which 
will contain details of the following matters: 

 the sub-processors or sub-contractors engaged by Chambers and the 
purpose for which they have been engaged; 

 confirmation that the sub-processor only acts on instructions from Chambers; 
 confirmation that the sub-processor is subject to the duty of confidentiality; 
 confirmation that the sub-processor is obliged to comply with the obligations 

of a sub-controller pursuant to the GDPR. 

1.26 Where Chambers intends to add to the number of or replace any sub-processor, in 
order to provide members with the opportunity to object to the proposal, Chambers 
must inform all members of Chambers of their intention by email, setting out the 
purpose for which the proposed sub-processor is to be engaged; that the proposed 
sub-processor will only act on the instructions of Chambers and will be subject to 
the duty of confidentiality, Chambers Data Protection objectives and the GDPR. 

7. RIGHTS OF THE DATA SUBJECT  

1.27 The GDPR gives rights to individuals in respect of the personal data that any 
organisation holds about them. Everybody working for Chambers must be familiar 
with these rights and adhere to Chambers’ procedures to uphold these rights. 

1.28 These rights include: 

 Right of information and access to confirm details about the personal data 
that is being processed about them and to obtain a copy; 

 Right to rectification of any inaccurate personal data; 
 Right to erasure of personal data held about them (in certain circumstances);  
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 Right to restriction on the use of personal data held about them (in certain 
circumstances); 

 Right to portability – right to receive data processed by automated means and 
have it transferred to another data controller; 

 Right to object to the processing of their personal data. 

1.29 If anybody receives a request from a data subject (a client or other third party 
concerning whom we hold personal data) to exercise any of these rights, the 
request must immediately be referred to the Practice Director, or in his absence to 
the Deputy Practice Director. 

1.30 Requests for copies of personal data must be responded to within one month.  

8. CONFIDENTIALITY AND DATA SHARING  

1.31 Members and Chambers must ensure that they share personal information with 
other individuals or organisations only as permitted to do so in accordance with 
data protection law.  

1.32 Wherever, possible the client’s (or other data subject’s) consent should be obtained 
before sharing their personal data, although this will not be possible in all 
circumstances, for example if the disclosure is required by law.  

1.33 Any questions about data sharing should be directed to the Practice Director.  

9. DATA PROTECTION IMPACT ASSESSMENTS (DPIAs) 

1.34 DPIAs are required to identify data protection risks; assess the impact of these 
risks; and determine appropriate action to prevent or mitigate the impact of these 
risks, when introducing, or making significant changes to, systems or projects 
involving the processing of personal data. 

1.35 DPIAs require thinking about whether Chambers is likely to breach the GDPR and 
what the consequences might be if Chambers uses personal data in a particular 
way. It is also about deciding whether there is anything that Chambers can do to 
stop or, at least minimise the chances of any of the potential problems identified, 
from happening.  

1.36 DPIAs will be undertaken by the Practice Director or designated members of staff.  

10.  DATA PROTECTION BREACH 

1.37 A data protection breach is “a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data transmitted, stored or otherwise processed” 

1.38 Data protection breaches can happen for many reasons, including: 

 Human error 
 Cyber-attack 
 Loss or theft of devices or equipment on which personal data is stored 
 Inadequate or inappropriate access controls 
 Deceit 
 Disaster such as fire or flood. 
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1.39 Chambers has introduced policies designed to minimise any risks to the integrity 
and security of data held in Chambers systems or by members. Despite all 
precautions things may sometimes go wrong. If this happens, it is essential that 
steps are taken to try to put things right. Accordingly, everybody within Chambers 
has a duty to report any actual or suspected data breach or threat to the integrity of 
Chambers systems or their own personal systems, regardless of whether they have 
discovered the breach or have caused it. 

1.40 Full details of the Chambers’ breach reporting policy can be found in Chambers 
Information Management and Communications Policy. 

1.41 If you are unsure whether a particular incident or circumstance constitutes a data 
protection breach, please refer the matter urgently to the Practice Director (or 
another appropriate person in their absence) for guidance. 

1.42 All personal data breaches involving pupils and staff must be reported to the 
Practice Director immediately upon discovery. 

11. COMPLAINTS 

1.43 Complaints relating to breaches of the GDPR and/ or complaints that an 
individual’s personal data is not being processed in line with the data protection 
principles should be referred to the Practice Director without delay. 

12. PENALTIES  

1.44 It is important that everybody working for Chambers understands the implications 
for Chambers if we fail to meet our data protection obligations. Failure to comply 
could result in: 

 Criminal and civil action; 
 Fines and damages; [the maximum is €20,000,000 (about £15m)]  
 Personal accountability and liability; 
 Suspension/ withdrawal of the right to process personal data by the ICO; 
 Loss of confidence in the integrity of Chambers’ systems and procedures; 
 Irreparable damage to Chambers’ reputation.  

 

 
 
 
 
 
 
 
 
 

Red Lion Chambers 
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