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ANNEX 1: SELECTING PASSWORDS  
1. When considering a password, bear in mind the following: 

 Password cracking software is readily available and is constantly 
improving.  What may be considered strong 12 months ago, may now be 
weak.  

 Brute force attacks involve software programs which simply run through all 
possible combinations (i.e. from aaaaaaaa to ZZZZZZZZ) until the password 
is reached. Using alphanumerics and symbols (a-z, 0-9), upper and lower 
case and symbols (“$£@ etc) helps, but short passwords can still easily be 
broken. 

 Dictionary attacks can break long passwords containing words and/or 
phrases or partial word combinations.  

 Leetspeak (Leet or 1337) is a substitution cypher that replaces alphabetic 
characters by numbers that reflect similarities in appearance. Thus RedLion 
becomes R3dL10n or Leet becomes 1337.  It is increasingly used in 
password crackling software. 

 Botnets are strings of computers highjacked by their unwitting owners. 
Botnets can significantly enhance password cracking software. Even a 
medium sized botnet can dramatically reduce the time taken in a brute force 
attack. 

 Social media mining involves obtaining information about the target from 
social media, Chambers websites etc., and using that information for a 
targeted attack on the principle that passwords might use names or address 
or dates significant to the creator.  

 Password strength meters can be used to check the strength of a 
password. However, they vary enormously and have been criticised: see how 
to pick a proper password: https://nakedsecurity.sophos.com/2015/03/02/why-
you-cant-trust-password-strength-meters/. 

 Some password meters do provide some useful checks: e.g. The Password 
Meter.  However, never enter your genuine password into a password meter. 
Enter a similar but different password.   

 Changing passwords every 3 or 6 months has been recommended and is 
a mandatory requirement for accessing CJSM. However, there is a strong 
school of thought that frequent changes are counterproductive and passwords 
should only be changed if there is a fear that they have been compromised.1  

 Password Length.  Many people say a minimum of 8 characters is sufficient.  
8 characters is inadequate. The A-G’s Guidelines on Information Security 

 
 
1  Time to rethink mandatory password changes: https://www.ftc.gov/news-

events/blogs/techftc/2016/03/time-rethink-mandatory-password-changes ; Are frequent 
Password Changes Actually Good for Your Security? 8 Feb 2018: 
https://www.makeuseof.com/tag/frequent-password-changes/  

 
 

https://nakedsecurity.sophos.com/2015/03/02/why-you-cant-trust-password-strength-meters/
https://nakedsecurity.sophos.com/2015/03/02/why-you-cant-trust-password-strength-meters/
http://www.passwordmeter.com/
http://www.passwordmeter.com/
https://www.ftc.gov/news-events/blogs/techftc/2016/03/time-rethink-mandatory-password-changes
https://www.ftc.gov/news-events/blogs/techftc/2016/03/time-rethink-mandatory-password-changes
https://www.makeuseof.com/tag/frequent-password-changes/
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which are required to be followed by those doing Government work stipulate a 
minimum of 9 alphanumeric/symbol characters. However, those Guidelines 
were published 10 years ago and are occasionally revised. Bearing in mind 
the improvement in password hacking programs, recommended password 
minimum lengths are likely only to be revised upwards. 

 Do not make a token effort. Think about it.  Splashdata’s research found 
many useless passwords used in 2017, some of which were 8 characters and 
used leetspeak or 8 random alphanumerics: see list 

 Avoid obvious Leetspeak such as 18R3dL!0nC0urt. 
 Avoid \ , ~ or < 
 Do not use a space or tab 
 Avoid known information about you such as names, social security 

numbers, pet names, telephone numbers etc. 
 Do not use your login name (or any variation) as a password: if you login 

as Archbold, your password should not be Archbold, 1Archbold, Archbold1, 
dlobhcrA1 or 1 dlobhcrA or any other variation with different numerals. 

2. When selecting passwords you must use the following guidelines: 
a. The password should be sufficiently memorable to avoid forgetting it, but not 

obvious or easily guessed. 
b. Each password for each device used for Confidential Work must be unique. 
c. Long passwords are best. A minimum of 10-12 characters is recommended. 
d. A combination of characters is essential. You must use at least 3 of the 4 

different character types (upper case and lower case characters, numerals 
and symbols). Using all 4 is much better. 

e. If you use a Password Manager, make sure the password to access the 
Manager complies with these requirements. 

 

Possible approaches (think of your own!) 
Suggestion (1)   

 Humpty Dumpty sat on a wall; Humpty Dumpty had a great fall.   Battles of Hastings 
and Waterloo - can become 

 HDsoaw,HDhagf. 1066 and 1815. Upper case 1815 becomes!*!% 

 HDsoaw,1066HDhagf.!*!%   That may be too long for convenience, but gives the idea. 

Suggestion (2) 

 Volcanoes (random word) 23-02-2007 (significant date) can become 

 anoes Vol   and   2302 and “))& (i.e. 2007 uppercase)   to give 

 anoes2302Volc”))& [Note neither half of the split word forms another word.) 

 

 
 

https://13639-presscdn-0-80-pagely.netdna-ssl.com/wp-content/uploads/2017/12/Top-100-Worst-Passwords-of-2017a.pdf
https://13639-presscdn-0-80-pagely.netdna-ssl.com/wp-content/uploads/2017/12/Top-100-Worst-Passwords-of-2017a.pdf
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ANNEX 2: INCIDENT RESPONSE PLAN 
1. Set out the nature, time and date of the incident, the parties involved, and the 

time the matter was reported.  
2. Assess what (if any) Chambers’ systems have been or may have been 

affected. 
Servers 
Chambers’ Cloud system 
E-mail 

 Broadband 
 Local network 

Remote access 
 Telephones 
 Practice management system 
 Word-processing and other barristers’ files stored on Chambers’ 

systems 
 Mobile devices or storage 

Other 
3. Contact Chambers IT providers for assistance if required. 
4. Where data has been lost or stolen or compromised, identify the nature and 

sensitivity of the data and the following issues: 
(i) has confidential or personal data been compromised? 
(ii) whose confidential or personal data has been compromised? 
(iii) how serious could it be if the data was disclosed to third parties? 
(iv) was the data adequately encrypted and was the encryption adequately 

password protected? 
5. If appropriate, contact Chambers’ IT security providers for assistance. 
6. Inform all members of the Information Security Committee (ISC). 
7. Where Chambers’ IT systems have been or may have been compromised, all 

members of Chambers should be immediately notified, and consideration 
should be given to whether professional clients or other third parties should 
be informed. Any notification should comprise of the following information, 
where relevant, and as and when it becomes available: 

a. the nature of any personal data breach, including where possible, the 
categories and approximate number of data subjects concerned and 
the categories and approximate number of personal data records 
concerned;  

b. the likely consequences of the personal data breach including any 
possible disclosure of members’ bank details; 

c. the measures taken or proposed to be taken by the controller to 
address the personal data breach, including, where appropriate, 
measures to mitigate any possible adverse effects, such as alerting 
members’ banks; 

d. a point of contact where more or updated information can be obtained. 
8. Identify the means used/ cause of any attack or breach.  
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9. Where there has been an intrusion, consider whether data relating to the 
intrusion needs to be preserved in a forensically sound manner, and if so, 
obtain advice from a specialist security consultant on how this should be 
done. 

10. Where the system require restoration, prioritise restoration as follows: 
Local network;  
Practice management; 
Barristers' data; 
Broadband; 
E-mail; 
Telephones; 
Remote access; 
Mobile devices or storage 

11. Consider whether to notify BSB, CJSM, ICO, Police, insurers, indemnity 
providers, or others as appropriate.  However, 

a. the professional (or direct access) client and the police must be 
notified without undue delay where data has been stolen; 

b. the professional (or direct access) client must be notified without 
undue delay where data has been lost or where there is high risk of a 
breach likely to damage the integrity or security of Confidential 
Material, or to result in a high risk to the rights and freedoms of a third 
party natural persons. 

c. The ICO must be notified within 72 hours of any personal data breach 
unless it is unlikely to result in a risk to the rights and freedoms of 
natural persons, or unless a large number of people are affected. 

d. The BSB must be notified without undue delay where an incident gives 
rise to a high risk of a breach likely to damage the integrity or security 
of confidential material. 

12. Notifications to professional (or direct access) clients should be without undue 
delay and made by the most appropriate method having regard to the security 
of the medium and any urgency.  Any notification should include:  

a. a description of how and when the breach occurred; 
b. what data was involved; 
c.  what has already been done to respond to the risks posed by the 

breach; 
d. specific and clear advice on the steps (if any) which should be taken to 

protect the clients; 
e. what assistance (if any) Chambers can or is willing to offer; 
f. a point of contact (telephone or web page) for further information or 

advice. 
13. Where there is a high risk of a breach likely to damage the integrity or security 

of confidential material or to result in a high risk to the rights and freedoms of 
a lay client, the professional clients shall be requested to inform and to keep 
the lay client informed of any notifications and information sent to the 
professional client. 
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14. Where there are potentially significant risks to the lay client such as risks to 
physical safety and/or reputation and/or financial loss, consideration should 
be given whether to notify other third parties, (e.g. lay clients, factual 
witnesses, expert witnesses, other parties in litigation) and the criteria for 
deciding which third parties should or should not be notified.  

15. Where there are potentially significant risks arising to third parties, 
consideration should be given to notifying those third parties particularly if 
such notification might help reduce the risk of harm. 

16. Investigate the causes of the incident, the effectiveness of Chambers’ 
response, and the steps needed to prevent repetition (including configuration 
of IT facilities and amendments to policies and procedures). 

17. Maintain a log and attach copies of all correspondence, notifications, technical 
and other advices arising from the incident. 
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ANNEX 3: CHAMBERS DATA PROTECTION BREACH REPORT 
A data protection breach is “a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed.” 
 

DATA PROTECTION BREACH REPORT  
Chambers/Member involved?  
Date of Incident   Time of Incident  
Date Reported  Time Reported  
Reported by:  Reported to  
Date ISC informed  Time ISC informed  
    
NATURE OF BREACH:  
 
 
 
 
EXTENT TO WHICH CHAMBERS OR PERSONAL NETWORKS OR DATA STORAGE SYSTEMS 

COMPROMISED: 
 

EXTENT TO WHICH PERSONAL DATA HAS BEEN COMPROMISED: 
 

(a) What confidential / personal data has been compromised? 
 

(b) Whose confidential / personal data has been compromised? 
 

(c) How serious if the data is disclosed to third parties? 
 

(d) Assess Disclosure risk (e.g. was data encrypted?) 
 
 

NOTIFICATIONS: 
Persons notified Description Date/Time 
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REPORTED TO: 
ICO No/ Yes - date) BSB no/Yes No / Yes -date 
By  By  
    
DATE AND NATURE OF ISC ADVICE / DECISION  
 
DATA CONTROLLER: DATE AND NATURE OF DECISION 
 
REASON(S) FOR ANY NON-NOTIFICATION TO BSB / ICO 
 
REASON(S) FOR LATE (more than 72 hours) NOTIFICATION TO ICO 
 
DESCRIBE ANY MEDIA COVERAGE OF THE INCIDENT 
 
STEPS TAKEN TO MINIMISE / MITIGATE EFFECT OF LOSS OF PERSONAL DATA 
 
REMEDIAL STEPS TAKEN (see Incident Response Plan) 
 
 
EFFECTIVENESS OF REMEDIAL STEPS TAKEN (see Incident Response Plan) 
 
 
INCIDENT RESPONSE PLAN ATTACHED (Yes/No)  
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ANNEX 4. QUARTERLY AUDIT 
To be returned within 3 weeks of receipt. To be  
(1) signed and dated and handed to the Practice Director; or 
(2) returned by email to GDPR@18rlc.co.uk 
 

Information Asset Register 
1. I confirm that my Information Asset Register (IAR) has been reviewed and 

updated as required. I further confirm that where the IAR has been updated, a 
copy of the revised IAR has been lodged with Chambers.  

Computing and Storage Devices used 
2. I confirm that the computing and storage devices I use for professional 

purposes continue to be properly secured by firewalls, properly and regularly 
updated anti-virus and malware programs, appropriate encryption, passwords 
or biometric access controls and that their operating systems continue to be 
regularly updated.  

3. I confirm that my Device Log of computers and storage or media devices I 
use for professional purposes has been reviewed and updated as required. I 
further confirm that where the Log has been updated, the revised Device Log 
has been lodged with Chambers. 

 
 
Signed:  
 
Dated: 
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ANNEX 5. INFORMATION ASSET & DEVICE REGISTER 

INFORMATION ASSET REGISTER PART 1 (Cases clerked at Red Lion Chambers)  
  

Data Owner's Name:-   

  

1 I am a barrister in independent practice, practising from Red Lion Chambers.  

2 I hold personal data contained within the papers of the criminal or other cases in which I am instructed. 

3 I hold such data as a data controller and in order to fulfil my legal and professional obligations. 

4 Case data may be received by post or DX, in person, or in digital format or by email.  In some cases, it may be generated by myself (e.g. schedules 
of evidence or obtained from public sources such as the internet). 

5 Most cases are likely to include criminal matters and/or sensitive personal data. All cases are treated as sensitive and confidential and are kept 
secure according to Chambers policies. 

6 All case data is received used and retained by me to provide legal services to my clients, and to discharge my professional obligations to them and 
to the courts.  

7 I am likely to receive personal data hundreds of times a year from instructing solicitors or other parties to the proceedings in which I am instructed. 

8 In the circumstances is unrealistic and disproportionate to prepare an Information Asset Register specific to the circumstances of each receipt of 
data in each case. 

9 Chambers maintains a full record of all my current and past cases, which constitutes my Information Asset Register in respect of my practice at Red 
Lion Chambers. This record can be made available for inspection on request. 

10 Any other personal information I hold, and which is subject to GDPR is set out in Part 2. 
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INFORMATION ASSETS REGISTER PART 2  
(in respect of work not clerked by Chambers or other matters) 

           

                

Data Group Data Subject Description Purpose Consent Consent Removal Legal Basis Collected Storage 
Data 
Sharing/ 
Publishing 

Data 
processor 
used 

Sensitivity Impact Checklist 
Completed 

Last 
Review 

Next 
Review 

e.g. Client 
Case Details 

UK Individuals Personal details, 
information 
relevant to the 
case and 
description of 
services required 

Processed to 
provide legal 
services to the 
client by a 
Barrister 

Acceptance of 
terms including 
the Chambers 
privacy notice 

Deletion from the 
Chambers 
Management 
System and deletion 
of case information 
in line with the 
Chambers retention 
policy 

Data Controller 
- Fulfilment of a 
legal contract 
between the 
Barrister and 
Client 

At point of 
enquiry by clients 
(phone and in 
person), and 
throughout the 
case by 
email/post and 
meetings 

Barrister Chambers 
Management 
System 

None Stored in 
Chambers 
Management 
System - 
CMS Ltd 

High - 
May 
include 
Sensitive 
Personal 
Data 
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DEVICE LOG         
DEVICES USED FOR PROFESSIONALWORK      Name:      

           
           

No As at  Computers and Computer Serial No. Serial No. Cloud 
Storage?  Cloud Provider Hard Drive Storage HDD Serial 

No. 
Encryption  

Used 
Date 

disposed Comment 

1   Example       (2) Samsung SSD 3351 37140328490 Bitlocker     
                      
                      
                      
                      

           

No As at  Other Digital Storage Devices Serial No.   Encryption  Used Date 
disposed Other Comment 

                  
                  
                  
                  
                  
                  
                  

         

No As at  Other Devices (Tablets,Mobiles) Serial No.   Encryption  Used Date 
disposed Other Comment 
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 ANNEX 6: DATA RETENTION LOG 

Case Name 
Case 

concluded 
month/year 

Retention 
date 

Reason(s) for extension beyond Retention Period.  
(Where reasons change, note date of change/alteration etc) 

Dates of Subsequent Annual 
Review 

Example Nov-22 Nov-29     
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